SKYSPAN | NTERNET SERVI CES ACCEPTABLE USE POLI CY
I. General Overview

It is SKYSPAN, LLC s ("SKYSPAN') policy to offer unlimted, uncensored
access to the Internet. This agreenent defines the ternms and conditions of
Internet service for all types of accounts and services, both personal and
busi ness, that are offered by SKYSPAN ("Agreenent"). SKYSPAN has specific guidelines and
regul ations that nust be enforced for the benefit of both SKYSPAN Accounthol ders as
wel |l as all other users worldwi de. Hence, SKYSPAN requires all Accounthol ders
to adhere to the guidelines set forth herein.

I'l. Accounthol der Consent To Cuidelines

Pl ease read the following terms and conditions carefully before opening or
continuing an account with SKYSPAN. These guidelines, terns and conditions represent
the conpl ete agreement and understandi ng bet ween SKYSPAN and you (the
"Account hol der"), the SKYSPAN Di al-Up Accounthol der. These ternms and conditions also
supersede any other witten or oral agreenent pertaining to your SKYSPAN account,
with the exception of applicable software |icense agreenents. By using SKYSPAN
services or SKYSPAN software, you agree to conply with these acceptabl e Usage
Guidelines just as if you had signed it. Mreover, you agree that SKYSPAN nay
term nate your account with or without notice if you fail to conply with the
followi ng guidelines, terms and conditions. |IF YOU DO NOT AGREE TO BE BOUND BY
THESE GUI DELI NES, TERMS AND CONDI TI ONS, YOU SHOULD | MMEDI ATELY END YOUR USE OF
SKYSPAN SERVI CES AND SKYSPAN. SOFTWARE AND NOTI FY THE SKYSPAN CUSTOMER SERVI CES
DEPARTMENT SO THAT SKYSPAN NMAY | NI TI ATE A CLOSURE OF YOUR ACCOUNT. Upon
notices published on-l1ine via SKYSPAN services, SKYSPAN may nodify the Acceptable Use
Policy as well as change or discontinue the services offered. Your continued
use of SKYSPAN services follow ng such changes will be deened acceptance of the
nmodi fication.

A. USE OF SERVI CES

1. The Accounthol der agrees to use SKYSPAN services for |awful purposes, in
conpliance with all applicable |aws. SKYSPAN services are defined as the use of
conputing, telecomunications, software and information services provi ded by
SKYSPAN. These services also include the neans of access to conputing,
tel ecommuni cations, software and information services provided via the gl obal
Internet. The types of accounts available through SKYSPAN include but may not be
limted to PPP accounts, PPPoE accounts and Dedi cated Connection accounts.

2. SKYSPAN Internet Access accounts are provided for use in conformance with these
Gui del i nes, Terms and Conditions. SKYSPAN reserves the right to investigate
suspected violations of the Cuidelines. Wen SKYSPAN becones aware of possible
violations, SKYSPAN may initiate investigations that may include gathering
information fromthe Accountholder or Accounthol ders involved and the
conplaining party, if any, and exami nation of material on SKYSPAN s servers.

3. During an investigation, SKYSPAN may suspend the account or accounts
invol ved and/or remove the material involved fromits servers. |f SKYSPAN believes a
violation of these Guidelines has occurred, it may take responsive action at its
sol e discretion. Such action nmay include, but is not limted to, tenporary or
permanent renoval of material from DT's servers, the cancellation of news group
posts, warnings to the Accounthol der or Accounthol ders responsible, and the
suspension or termnination of the account or accounts responsible. SKYSPAN reserves
the right to terminate an Accounthol der's account with or w thout notice. SKYSPAN,
at its sole discretion, will determ ne what action will be taken in response to
a violation on a case-by-case basis. Violations of these Guidelines could also
subj ect the Accountholder to crimnal or civil liability.

4. To conply with applicable statutes and | awful governnent requests, SKYSPAN
reserves the right to access and disclose any information. This nmay include
di scl osing the usernanmes of accounthol ders and other pertinent information. SKYSPAN
will fully cooperate with | aw enforcement authorities in investigating suspected
| awbr eakers and reserves the right to report to |aw enforcenent any suspected
illegal activity that it beconmes aware of.

B. USE OF MATERI ALS

1. Materials in the public domain (e.g. inmmges, text and prograns) nmay be
downl oaded or upl oaded usi ng SKYSPAN services, Accountholders may also re-distribute
materials in the public domain. The Accounthol der assunes all risks regarding
the determ nation of whether material is in the public donain.

2. The Accounthol der is prohibited fromstoring, distributing or
transmtting any unlawful naterial through SKYSPAN services. Exanples of unlawful
material include but are not linmted to direct threats of physical harm child
por nography, and copyrighted, trademarked and other proprietary material used
wi t hout proper authorization. The Accounthol der is also prohibited fromstoring,
distributing or transmtting any information that nmay be determined to be of a



harassing nature. Further, the Accounthol der nay not post, upload or otherw se
distribute copyrighted material on SKYSPAN s servers without the consent of the copy
right holder. The storage, distribution, or transm ssion of unlawful materials

coul d subject the Accountholder to crimnal as well as civil liability, in

addition to the actions outlined in Section |I.lA above.

3. The Account hol der may not store or distribute certain other types of
mat eri al on SKYSPAN s servers. Exanples of prohibited naterial include, but are not
limted to, prograns containing viruses or Trojans and tools to conprom se the
security of other sites.

C. PASSWORDS

1. SKYSPAN Internet accounts are for individual entity use only.
Account hol ders may not share passwords or accounts with other entities/individuals
who are not owners, enployees, or other simlarly affiliated parties to accounthol der.
Account hol ders are al so responsible for maintaining the security of their
accounts and passwords.

2. SKYSPAN shal | provide passwords to Accountholders. In the event that the
security of an Accounthol der is conprom sed, SKYSPAN shall provide the Accounthol der
with a new password.

3. SKYSPAN staff may nonitor the security of Accounthol ders' passwords at any
time. An Accountholder with an insecure password may be directed to change the
password to one which conplies with the above rules. Accounthol ders who
repeatedly choose insecure passwords may be assigned a password by SKYSPAN;
continued failure to maintain password security shall be i mediate grounds for
account termination

D. System Security

1. The Accountholder is prohibited fromutilizing SKYSPAN services to
conprom se the security or tanper with SKYSPAN s system of resources or accounts on
any of SKYSPAN' s conputers, routers, terminal servers, nodens, or any other
equi prent at SKYSPAN or at any other site. Use or distribution of tools designed for
conprom sing security is prohibited. Exanples of the tools include but are not
limted to password guessing programs, cracking tools or network probing tools.
Any attenpt to access any of SKYSPAN s corporate assets is strictly prohibited.

2. SKYSPAN reserves the right to release the user nanes of Accounthol ders
involved in violation of systemsecurity to system administrators at other
sites, in order to assist themin resolving security incidents.

E. System Resources

1. SKYSPAN will allocate systemresources to provide all Accountholders with
the best service possible. As part of resource allocation, SKYSPAN may limt,
restrict or prioritize access to systemresources, including CPU time, nenory,

di sk space, session |ength, and the nunber of sessions.

2. Additionally, SKYSPAN may institute services and fees for Accounthol ders
who are interested in accessing systemresources above and beyond acceptabl e
usage.

3. SKYSPAN may | og instances of abuse of systemresources, including but not
limted to those outlined bel ow, and take action as outlined in Section |I.A.
above.

4. System abuse is defined as any use of SKYSPAN resources which disrupts the
nornmal use of systemor Internet services for others. Exanples of system abuse include, but
are not limted to attenpting to disrupt the sessions of other Internet users,
consuni ng excessive anmounts of time, menory or disk space bandwi dth or otherw se
affecting the performance of SKYSPAN servers or networks.

5. Accounthol ders may not run prograns which interfere with network services from
their accounts.

6. Accounthol ders may only nmake use of SKYSPAN system resources while | ogged
in or “Authenticated”.

I'11. ACCEPTABLE USAGE

Accept abl e usage is hereby defined as the normal activities associated
with the usage of the Internet, including but not limted to usage of SKYSPAN s
systens and network facilities for accessing the WAN | RC, Usenet News, E-Mil,
and other Internet features. This policy is subject to any and all |aws and
regul ations set forth by the Federal, State or any other governmental authority.



I'V. PROHI BI TED ACTI VI TI ES

Activities specifically prohibited by SKYSPAN admi nistration include but are
not limted to the follow ng:

1. Advertising, transmtting, or otherw se making avail abl e any
sof tware, program product, or service that is designed to violate this
AUP or the AUP of any other Internet Service Provider, which includes,
but is not limted to, the facilitation of the nmeans to send e- il
spam initiation of pinging, flooding, mail-bonbing, denial of service
attacks, and piracy of software.

2. Long-term storage of data. Long-term storage of data is referred to as
the storage of files which are not used regularly in an account for an extended
period of time. This specifically includes but is not limted to prograns such
as shareware prograns which the user may download to their account for purposes
of transferring to their home conputer. Such prograns should be renoved at such
time as they are successfully transferred to the user's personal system

3. Flooding or abuse of other users. Flooding is a fairly common
occurrence on the Internet, and one that is strictly prohibited by SKYSPAN. Fl ooding
takes place in nunerous ways, including but not Iimted to |ICWMP flooding, nuil
bormbi ng (sending | arge anpbunts of e-nmil repeatedly to a person for purposes of
harassnment), nmass nmailings to nultiple addressees, nsg/ CTCP flooding on IRC, as
wel | as other, |ess common nethods.

a. 'Mail -bonbing' constitutes sending nore than ten (10) simlar nmessages
to the same e-mail address and ' news- bonbing' is defined as sending nore than
10MB of data to one particul ar newsgroup.

4. Attenpts to conprom se system and/or network security Prograns such as
' packet sniffers', password crack programs and similar utilities found to be
running froma user s account are prohibited. This forbidden activity also
includes any attenpts to penetrate either the SKYSPAN system or the accounts of
others, regardl ess of whether or not the intrusion results in corruption or |oss
of data.

5. Sharing of accounts Sharing of a user's account with another party for
purposes of avoiding paynment for a second account is strictly prohibited.

6. Attenpts to bypass resource usage limtations. In order to provide fair
service to all SKYSPAN users, SKYSPAN has inplenmented certain resource limtations,
two nost common being di sk quotas on the servers and idle tinme-outs on dial -ups.
Attenpts to bypass di sk usage quotas by any neans nay result in i mediate |oss
of systemprivileges. Attenpts to bypass the idle tinme-outs are also prohibited.
The current idle time-out lint is twenty mnutes.

7. Reselling, giving, or otherw se nmaking avail abl e SKYSPAN s Services
to another party.

8. Knowi ngly engage in any activities that will cause a
deni al-of -service (e.g., synchroni zed nunber sequence attacks) to any
SKYSPAN custoners or end-users whether on the SKYSPAN network or on
anot her provider's network.

9. Excessive use of systemresources. SKYSPAN account descriptions specify
limts on bandwi dth and disk space utilization. Any use in excess of those
stated limts is not permtted, unless SKYSPAN has nade special arrangenments with
the user.

a. SystemLimts - This can be defined as the continued use of Prograns or
commands that take a |arge ampbunt of system resources, be that processor tine,
networ k, bandwi dth, and/or drive space on the host system

10. E Mail abuse. E-mmil abuse is typically manifest in these forns:

a. Sending unsolicited nail messages, including the sending of "junk

mai | " or other advertising material to individuals who did not
specifically request such material ("e-mail spant). This includes, but
is not limted to, bulk-mailing of comercial advertising, informational

announcenents, and political tracts. It also includes posting the sanme
or simlar message to one or nore newsgroups (excessive cross-posting or
mul ti pl e-posting). Skyspan accounts or services may not be used to
solicit customers from or collect replies to, nmessages sent from

anot her Internet Service Provider where those nessages violate this
Policy or that of the other provider.;

b. The sending of harassing and/or threatening messages to other users;

c. The forging of e-muil addresses ('spoofing') in which the user
mani pul ates the emai|l address so that the message appears as though it cane from



anot her user. Any attenpts to forge the headers will result in account

term nation. Further, this prohibition extends to sending unsolicited mailings
from anot her service, which in any way inplicates the use of SKYSPAN s service,
SKYSPAN s equi pment or any of SKYSPAN' s e-nmmil addresses.

11. Usenet order news abuse. Similar to e-nmil abuse, includes forging of
addresses, harassnment/threats, the posing of the same nessage to nultiple news
groups ('spanming'), as well as the posting of information in groups where it is
not relevant and unwanted.

12. Pyram d/ noney- meki ng schenmes. Such activities as the transfer of
information or solicitation of persons via the Internet in an attenpt to extort
nmoney or other valuables or the use of pyram d/chain letters, are all
prohi bited.

13. Pirated software. Pirated software is defined as the illegal exchange
of software via the Internet for purposes of avoiding the purchase of said
software by the individuals involved. This includes nost commrercial applications
such as Adobe Photoshop, Illustrator, etc. Such activities are prohibited by
federal law and are thus not allowed in any formon SKYSPAN. Such prohibition also
includes the unauthorized copying of copyrighted material including, but not
limted to, digitization and distribution of photographs from nagazi nes, books,
or other copyrighted sources and copyri ghted software. The exportation of
software or technical information in violation of U S. Export control laws is
strictly prohibited.

14. Obtaining or attenpting to obtain service by any means or device with
intent to avoid paynent.

15. In an effort to control nultiple logins, users are permtted only one active
PPPoOE session running at a given time. |If users require nultiple sessions sinultaneously,
SKYSPAN requires that the user obtain additional accounts.

16. | f SKYSPAN di scovers an objectionable 'spanml making reference to either an
SKYSPAN hosted web site or e-nmai |l address, regardl ess of where the spamoriginated
from SKYSPAN reserves the right to renove the e-mail address, web site or
obj ectionable material fromits servers.

V. PENALTIES FOR ABUSE

A. Al prohibited activities are subject to imediate term nation of a
user's account and any and all crimnal and civil penalties available under the
law. The penalties inposed on a user for abuse will vary based on the |evel of
the offense. Typically the user will receive a warning on the first offense.
However, if the offense is severe enough, SKYSPAN reserves the right to disable the
account inmediately. Accounts that have been disabled by administration for
abuse will not be re-opened for a user. It is vital for SKYSPAN to provide a quality
service for all users, and SKYSPAN wi ||l not tolerate users who through their actions
hi nder us in that endeavor. It is also inmportant for SKYSPAN to have a non-intrusive
presence to the rest of the net, and thus prohibited activities that adversely
affect users on the other service providers and their associ ated networks. To
this end, SKYSPAN reserves the right to nodify and/or disable user's service at any
such time abuse occurs.

B. SKYSPAN wi || not reinburse users whose service was suspended or disabl ed
due to any of the reasons |isted above.

C. All SKYSPAN Internet users agree to indemify, waive and hold SKYSPAN, its
of ficers, directors, sharehol ders, enployees, agents, subsidiaries and
affiliates harm ess fromany and all clains and expenses related to the user's
viol ation of this agreement, including any abusive or unlawful behavior on the
part of the user or anyone using the user's account, or the infringenent of any
intellectual property or privacy rights of any person or entity. This neans that
you cannot sue or recover damages whatsoever from SKYSPAN as a result of SKYSPAN s
decision to renove material fromits servers, warn you, suspend or term nate
your account or take any other action during the investigation of a suspected
violation or as a result of SKYSPAN s conclusion that a violation has occurred.

D. You agree to defend, indemify and hold SKYSPAN harnl ess form any cl ai ns,
Losses and damages, including attorney's fees, resulting formyour violation of any
provisions of this agreenent, with or w thout your know edge or consent. I N NO
EVENT SHALL SKYSPAN BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, PUNITIVE OR
OTHER CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO LOST PROFITS) ARl SI NG
OUT OF VI OLATIONS OF THI S AGREMEENT OR THE ACCOUNTHOLDER' S USE OF OR | NABI LI TY
TO USE SKYSPAN S SERVI CES. SKYSPAN S ENTIRE LI ABI LI TY AND YOUR EXCLUSI VE REMEDY SHALL BE
AT SKYSPAN SELECTI ON, ElI THER RETURN OF SERVI CE FEES PAI D OR REPLACEMENT OF
CONNECTI ON SERVI CE OR PRODUCTS.



VI. ADDI TIONAL POLI CI ES

A. Due to the explosive growmh of the Internet and the constant addition
of new services and thus the new possibilities of abuse, SKYSPAN reserves the right
to add and enforce new policies.

VII. LIMTATION OF LIABILITY

THE SKYSPAN | NTERNET SERVICE |'S PROVIDED ON AN AS | S, AS AVAI LABLE BASIS. NO
WKRRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO THOSE OF
MERCHANTI BI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE, ARE MADE W TH RESPECT TO
SKYSPAN | NTERNET OR ANY | NFORMATI ON OR SOFTWARE THEREI N. UNDER NO CI RCUMSTANCES,
I NCLUDI NG NEGLI GENCE, SHALL SKYSPAN | NTERNET SERVI CE BE LI ABLE FOR ANY | NCI DENTAL,
SPECI AL, OR CONSEQUENTI AL DAMAGES THAT RESULT FROM THE USE OF OR I NABILITY TO
USE SKYSPAN | NTERNET. NOR SHALL SKYSPAN | NTERNET BE RESPONSI BLE FOR ANY DAMAGES
WHATSOEVER THAT RESULT FROM M STAKES, OM SSI ONS, | NTERRUPTI ONS, DELETI ON OF
FI LES, ERRORS, DEFECTS, DELAYS | N OPERATI ON OR TRANSM S| SON, OR ANY FAI LURE OF
PERFORMANCE WHETHER OR NOT CAUSED BY EVENTS BEYOND SKYSPAN S REASONABLE CONTROL,
I NCLUDI NG BUT NOT LIMIIED TO ACTS OF GOD, COVMUNI CATI ONS LI NE FAI LURE, THEFT,
DESTRUCTI ON, OR UNAUTHORI ZED ACCESS TO SKYSPAN RECORDS, PROGRAMS, OR SERVICES. I N NO
EVENT SHALL SKYSPAN S TOTAL LIABILITY FOR ALL DAMAGES, LOSSES, AND CAUSES OF ACTI ON
EXCEED THE AGGREGATE DOLLAR AMOUNT PAI D UNDER THE AGREEMENT.

VIi11. BILLING POLIClI ES

1. Account hol der acknow edges, agrees and assunmes full responsibility for
making tinmely full nmonthly paynents for each SKYSPAN Internet Account. Tinely
paynment i ncludes naintaining Accountholder's billing information given to SKYSPAN
for each Internet Accounts which the Accounthol der nust keep current. Those
Account hol ders who choose to meke paynent with credit cards nust provi de SKYSPAN
with their full name, billing address, credit card nunber and expiration date.

It is the Accountholder's responsibility to timely notify SKYSPAN of any changes in
its credit card account. Payment for an SKYSPAN | nternet account or services by
fraudul ent neans will result in inediate and permanent term nation of the

account and possible crimnal penalties.

2. There is a thirty-dollar ($30.00) service charge for each returned check.

3. SKYSPAN reserves the right to cancel any Accounthol der account wi thout
notice due to non-paynent. In the event that Accountholder fails to tinmely make
full payment of each invoice, SKYSPAN reserves the right to charge interest, late
fees and/or reactivation charges on the delinquent Accountholder's account.

4. In the event of cancellation by Accounthol der, Accounthol der nust
contact SKYSPAN in one of the followi ng manners:

a. Via mail with proof of receipt properly addressed to: SKYSPAN Account hol der
Service, 8 W Broad Street, Suite 330, PO Box 833, Hazl eton, PA 18201-0833

b. Via e-mail to adm n@span. net where the subject should have the words
"Account Cancellation"; or

c. via tel ephone to an SKYSPAN Account hol der Servi ce Representative at:
(888) 759- 7726, followed by witten confirmation by Accounthol der w th proof of
recei pt, properly addressed to and received by SKYSPAN within ten (10) days fromthe
date of tel ephone cancellation. Notification of cancellation MJUST be acconpani ed
by the Accounthol der's SKYSPAN | ogin name in order for a cancellation to be
ef fectuat ed.

5. NON-USAGE OF AN ACCOUNT |'S NOT PROOF OF CANCELLATI ON OF SERVI CE.
Account hol ders are responsible for full payment on all accounts whether or not
the account is ever utilized. Al original unopened software nmust be returned to
SKYSPAN i n order for Accountholder to be entitled to any refund. In the event that
Account hol der fails to return the original unopened software to SKYSPAN,
Accounthol der will be billed for a mnimum of one nonth's service.

6. In the event of cancellation other than on the custonmer billing cycle start date,
will be billed for the pro-rata portion of services received prior to cancellation date.

7. Any billing discrepancies shall be presented to SKYSPAN i n reasonable
detail, in witing, within twenty (20) days of the date of the charge. Such
notification shall not relieve Accounthol der of the obligation to make all
payrments including the anpunts di sputed by the due date. SKYSPAN shall not be
obligated to consider any Accounthol der notice of billing di screpancies which
are received by SKYSPAN nore than twenty (20) days followi ng the date of the invoice
in question. If an Accountholder fails to dispute any charge after twenty (20)
days fromthe date of the charge, Accounthol der waives its rights to thereafter
make any such dispute and all such charges will be deened valid.

8. In the event that an Accounthol der pre-pays for their Internet account,
any di scounts given by SKYSPAN for such paynent plans are calcul ated that the

custoner



Account hol der is paying for the regular nonths of service and getting additional
nonths at the end of the service termat a discount. In the event that an
Account hol der cancels their service within a year, such Accountholder is no

| onger entitled to any discounts.

9. SKYSPAN nmekes no warranties as to the availability or right to use of any
login name, E mail address, or web page address. Login nanmes, E-mmil addresses
and web page addresses are NOT confirmed at the time of sign-up of any
Account hol der. SKYSPAN wi || not refund any charges for reprinting of stationary or
any other |osses incurred.

10. SKYSPAN MAKES NO WARRANTI ES, EXPRESS OR | MPLI ED, AS TO THE ACCURACY OF
BI LLI NG, OR THE QUALI TY OF SERVI CES PROVI DED OR TO THE WARRANTY OF
MERCHANTI BI LI TY OR TO FI TNESS FOR A PARTI CULAR PURPCSE.

11. Accounthol der agrees that at the end of the termof the Internet
account initially agreed to by Accounthol der or any termthereafter, SKYSPAN rmay, at
its sole discretion, autonatically renew such Internet account for an additional
term Accountholder further agrees that upon renewal of such Internet account,
SKYSPAN nmay continue to charge Accountholder's credit card or seek other form of
paynment from Accounthol der, for which Accounthol der shall be responsible for. In
the event that Accounthol der does not w sh SKYSPAN to automatically renew such
Internet account, it is Accountholder's sole responsibility to notify SKYSPAN of
such intent prior to the expiration of such term

12. Al policies stated herein are subject to change at SKYSPAN s sole
di scretion. Accounthol der shall be responsible for adhering to any new policies
i mpl emented by SKYSPAN.
Skyspan's Acceptable Use Policy for SKYSPAN Services Effective 16 October 2005.

Report Policy violations to abuse@span. net.



